%6 54 6 ) W28 55 15 B G Al Vol.6 No.6
2020 F 12 H Chinese Journal of Network and Information Security December 2020

E T8 F LB RIP R R

IR, APHE, RGN, R4

B LREKY:, T A 450001)

OB AR AR L, BRI AR R AR, Z AR R LR B BT, R
HOHATACRD shell b WAEATRIBENLAG BT SIASBEREAL DB R R I BEAR, AQRD shell 4bSEHARTGRE F 1)
PEETCRALTE , AP SR BEA LA SEELACRS R F I BEAL N A7 Ind, B REBe b SEROGHARAD i 1 1 sl A8 4T, Tl
I EIR 3 ASIR ST P IR AR EE . SEB0R I, ARESRE P A AR AN e SEBURE R A T I A o o S
WA B IBEALAL, 3 BE SEIILRR O Py IR B A BEBAT , 0 INRE 3 AR08 ) AT RSl A 308 1) A IR o 2, 42
TR RE T BT ) 43 AT

EEIA: ARMEE A WAERY B BhisREeE

PES2ES: TP309.5

MHERFRIRAD: A

doi: 10.11959/j.issn.2096—109x.2020063

Software protection technology based on code fragmentation

GUO Jingcheng, SHU Hui, XIONG Xiaobing, KANG Fei

Information Engineering University, Zhengzhou 450001, China

Abstract: Aiming at the shortcomings of the current software protection technology, a code fragmentation technol-
ogy was proposed. This technology is a new software protection technology that takes functions as units, shells
functions, randomizes memory layout, and performs dynamic linking. The code shellization realizes the posi-
tion-independent morphing of code fragments, the memory layout randomizes the random memory loading of the
code fragments, the dynamic linking realizes the dynamic execution of the code fragments, and the program frag-
mentation processing is achieved through the above three links. The experiments show that the code fragmentation
technology can not only realize the randomization of the memory location of function fragments during program
execution, but also the dynamic link execution of function fragments, increasing the difficulty of static reverse anal-
ysis and dynamic reverse debugging of the program, and improving the anti-reverse analysis ability of the program.

Key words: code fragmentation, software protection, separation, dynamic linking

Wi HER: 2019-12-05; 1&E BH: 2020-02-21

BIE1EE: &M, shuhui@l26.com

BEWmE: HEEEMRITR (2016YFB08011601)

Foundation Item: The National Key R&D Program of China (2016YFB08011601)

WIS AR ath, 78, BR/NT, A JETAUEIE T AR ORA BORD]. P& 515 B2 42774, 2020, 6(6): 57-68
GUO J C, SHU H, XIONG X B, et al. Software protection technology based on code fragmentation[J]. Chinese Journal of Net-
work and Information Security, 2020, 6(6): 57-68.



+ 58 28 15455 B 2 A AR

5 6 4%

1 35l

ARG 0 B B TSR 2 A A0 1 T 3
WFTCURAR, AR AT Kt T BERE S AE—
TR 80 P 0 0 TG ORI 398 1 23 £
(H Ik 77 7T LA SEBUR FE Y 10 G5 MR A AT 8 2 20
U2, oy Bl S AR HEAT LB AT L R
B G, REMS IR AELE P72 AP IR B
AT I e ), o SR IR G ) P A
%, BEATHIEBG 2 MIAA E AT, T AR HORE
R RAAAT AP 0T, BRIk, S Aot se
BT IS RL R RIS IR < 37 125 R e — A i A A ke
(K900 A R 2 A R Bk, ARG et
T SR £ S 4 0 5 S RS T 4R AT S P
TR T B, AR AU AL LR A g 4 e ek
B R REATE A, IF i R AR S AR T K
BIE4, BRI IRE, AR IRE 15
AMBIRTG PR BRI A it
FEVRARL FERE 1 SEHLA T R BRI s e 5 St
VREEEA, T IS 4 N B AR AN B i
S At TR A IR R, T s T &
SR S IR B A BT b 4 B S St 5 1 — gk
R PR A0, R AR R T
Bt o P AEAT R B X A B 5 A R P9 A SR
SRR T T R BE L A 4, T R T Bk
FIRIASKI TR, 800 T B 1t ek sfi el
XA EOR RENS SEBUAR RS RS, TR
TR 388 D3 1) gl 2 0 R P A A T T M
HARBESEIIFTEN AR, 24300 ) B 5 i ak 3h 24
PR T B 5 AR RS HEAT S A TR, ARRS
(KIPRAT 3B BB MR AR 2 e B i, b7 T G ik A 77
dump J7 VSR B BRI AE o B 0] 24 T
PERIESNE NP EAAEIIARL, el — Pt T
FREGRE A AL BT TR BOR %A 7
RIS PR & R R A R e
(¥ rp )23k 2 T B B R B R R AT
SEHUA AR R 5 B A BERIT » SBANS DI RE R
B B PRI, Retg it st seds
PRI, TSI AT IOAERE . SRR Ek
BELRAE I B N AEH AR R, AR LR
W dump 23T, HEIFLR AWML .

i}

2 BB

A A B AR BT LLVM % B5°F &,
LLVM 2&— &5 Bk, w5 g3 T 28,
ERRAE T RIS S R4 AR R (IRD, W]
DUER Z RhiE 5 10 e i, b n] DAL 5 9mfEiE 5
TERIALAIEE XS Z Rl CPU [ARHS A i Dy g
LLVM 1 [H) 2 7 /2 — iR FH e 2 o i % 5K
(SSA, static single assignment) [¥]H [i1] %A
(intermediate representation), & &I 4iik 5
KPR M — DR RS, %Ie 2 HEEHKL
T RISC (reduced instruction set computer) [ =
HbE 4. DI BAEKHATA (PE, portable
executable) FE/FHE ALACER T RE B, 16 IR
R AR R, w1 . B, AR
T EAT shell HLARTE, 1M A) 1 35 J2 RO A QR ik
ATAHR. BB e, R AR v () BT 4 JRi A R R H
FEJ7 9 RE#%2 11 CAPI, application programming
interface) B £S5 4 R A 2 U R AR AEAE 42 R 2K
Pl o ARJE, AR ATE 2 DR T D) B R £ A
A )RR, FRR DhRe s B A
FEP SO TR -2, I Loader BR 44,
DTN D RE R BOIEAT I, R R R D i ek AT
BIASHINERE, A R (1) oR ECE AR P R AR
Ty VAT S TR o= L S L 5 e it
FpR%L. Loader MR%L. 4 s B X Hi A o 25 11
e s B A A — AN AR AT S 28, 21K PE
A

3 MERHEARIEEET

RIS A ARAT 3 BB BT shell
1 BRENAEAT JRIBEN AL R EAT B AR
ARSI FF S TG R T A B

EX 1 @iﬁf;:{Gdi’LCdi’];’L’Qli%di’Q],ALd,5
O BoLp,Coly o, M}y 0<i<n, L,
n R BRI AN

EX 2 f PHICEE WL 1 iR,

EX 3 ERHARY shell L S=1S,,S,,5,,5,,5;} »
Hrp, S FoReRAEHIEES, S, FoRFAR
BAEERG, S, FoRLI4 )R8 S AP bR H0H
MfaAme, S, Roaa)meaifl iy ArEg



55 6 34 AU LA A AL BT R EOR ©59 -

e e

int gv=3;
Beep

#include <windows.h>

i

int gv=3;

typedefl struct {
char* funcName;
DWORD memAddress |
YaddressTable ;

int fool (int arg) i'm fool(int arg)
{

t

int var=1; int var=1; - - N
relurn var + arg + gv: return var+ arg + gv ‘{‘“ maing) i
3 int a=0; ‘main()
. . a= lool(l);
void foo2 (int arg) x"md foo2(int arg) gnoz (01%0(0))_7 S%l‘gﬂﬁ Loader()
{ Iy 1 0 nt av=3.
Beep(1000, arg): _ﬂgﬁqﬁﬁ R Beep(1000, arg); ) return 0; ¥ gleegpv N ,ﬁ;
ik N s
= ' s e
. . 1 e L.
inl main () int main() Eﬁ’lﬁ{ﬁﬁ% Loader()| A% f‘&%
L ¢ inta=0; B int fool(int arg) fool()
int 2=0; a=Loader(fool)(1); ¢
a= fool (1); Loader(foo2)(1000); ¢ int var=1; L Shellfk
1002 (1000); s : sl et o R foo2()
return 0; N N 5
} } ;
:risa_d_c;(_f \"oid foo2(int arg)

Beep(1000, arg):
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Figure 1 The process of fragmentation
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shell t. S, BRENAAAT RBENIAL R LA R EHAT 21) var GV_Addr = Create-
AL Do B BCER SRR BEAT 4B DY 115 GetElementPtr(GlobalStruct, index)
B BRSNS 1 Pos. W4k, whiiE s 22) PR A R A AR
IR original 2L API B HURI 4 Ji B i SRJ5, Xf API 23)
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H, B HO U, IR e B gt AT e 24) end foreach
[N A Bl Al s e Jim, it Loader PR éﬁ(% 25) end foreach
TS 73 5 0 e A5 Py EAT R T 26) foreach api_info in T’
BiE 1 AL 27) foreach API User in api_info's
I RS S TR riginal Users
MWl W AE RS R TS S SO IR agment 28) PR B AR B A 4 HH
begin X H RIS
1) Array<API INFO*> T , Array<GV_ 29) var APl Addr = Create-
INFO*>G ; GetElementPtr(GlobalStruct, index);
2) Array<Func_INFO*>FuncInfoList, Ar- 30) PRI A PR E i/
ray<Table_INFO*>TableList; 31) var API _Addr Value =
3) procedure Shell(module) CreateLoadMemory(API_Addr);
4) GetGVData(module)/* 4= JR £ 28 55/ 32) AR APL AR */
5) RetriveGVDataCall()/*1& i 4= J& £ s 33) API_User.ReplaceUseWith
W 7 %/ (API, API_ Addr Value);
6) end procedure 34) end foreach
7) procedure GetGVData(module) 35) end foreach
8) foreach GV &&ImportFn in module / 36) end procedure

P4 R AR B AR G R APL B3R T */

9) GV_INFO*0oGV = new
GV_INFO(GV);

10) Add( G, oGV);

11) API_INFO*olmportFn = new
API_INFO(ImportFn);

12) Add(T, olmportFn);

13) end foreach

14)  getAPIAAdr( T )/*3KH API pR %t/
15) getGVData( G )/*FRHL 4 Jmy A8 & N A7
H i +/

16) end procedure

37) procedure Seperate(module)

38) ModifyCallFunc(module)/* & 4 b5 21
VAL EvE N

39) GenerateDynAddrTable()/* ¥ 2 4= il
ZA bk

40) foreach CustomerFn in FuncInfoList

41) SeperateFrag-
ment(CustomerFn)/* 73 25 Ui i o £ )/

42) end foreach

43) end procedure

44) procedure ModifyCallFunc(module)

45) CollectFunc(module, FuncInfoList)
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46) foreach CustomerFn in FuncInfoList

47) foreach Userlnst in Custo-
merFn's Users

48) CreateCallOrln-
voke(NewUserInst, Params)/* 1) £ 57 11§52 */

49) Use-
rInst.RemovefromFunction()/* I & R F5 4%/

50) end foreach

51) end foreach
52) end procedure
53) procedure GenerateDynAddrTable()

54) foreach CustomerFn in FuncInfoList
55) GenerateTable(TableList) /*4]
DB A kA

56) end foreach
57) end procedure

58) procedure DynamicLink()
59) addLoader()/*¥s N Loader pR#0*/

60) foreach CustomerFn in FuncInfoList
61) Loader(CustomerFn) /*#/ 75

FH Tl g ki 0+
62) end foreach
63) end procedure
end
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Figure 2 The basic process of fragmentation technology
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; EREHE | |
void 0030 — AR void f003 ()
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m_printf(test_addr );

int  main() int  main()
{
{

it a=0; -
L int a=0;
a=, fool (D a= fool (1);

002 (): f002 ():
m 0; return 0;

B3 shell (LA LR
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#include <windows.h>
#include <stdio.h
int gv=3;

int gv=3;
printf
typedef struct {

AR

char « funcName
DWORD memAddress;
taddressTable ;

. . X int fool (int arg)
int fool(int arg) {
{

W%

printf ("test" ); }

. void foo3()
void foo3 () {

{

1

}

int main() int  main()
{

return  var + arg +m_gv;

{ . int var =1;
int var =1;
return  var + arg + gv, H

}

. void foo2()

void foo2()

{ . . int b= fool(2),
int b= fool (2); m_printf( "%d", b);
printf ("%d" b); Loader( f003)();
foo3 (); }

m_printf( "test");

. | [ int  main()
int a=0, int a=0; it
a= fool(l); a = Loader(fool )(1); | int a=0;
foo2(); Loader(fo02 )(); | a = Loader(fool)(1);
return 0; return  0; ! Loader(fo02)();
} } | return 0;
i
| Loader() | T
"""" | |.Loader() |
1

int fool(int arg)

int var =1;
return  var + arg +m_gv;

}

void foo2()

int b= fool(2);
m_printf( "%d", b);
Loader( foo3)();

}

void foo3 ()
{

m_printf( "test" );

K4 (SRR i

Figure 4 The process of code fragmentation
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RS 5 S

PRI f, 53 e 7 TR R U B S AR I
B AR IRE RS, 70 38 A 2 1 FH pR £k
SRR, WEE 2 . MR R A R ik
B mT LSRR L £, 10 R B0 A4, AR
F R AN BORE BR R S, 53 BOM FH sR A R T 1
M B RS T 1 . T8, HiE
YT BRBOIAT 70 85, DR Ry i R Bk 2 A R AR A
TVE SR s BT S 0P, BRI

N AL BEAT 70 B e R IR, AR
[T 28 A9 1, X A AR Y B 8 Bt A T )
Wi, CRACT SR BN O T 1, AR
TV AL A JRALBE, K281 il 7
VE TR AT 315, R A U Y e 82
ST 1, REEIRIIIILATY A L3 R[] main B
B Rz S ERIPTA T R E R AT o

Bk Thnewdon mAEL

HIN  shell tWTEJG IRgen XIS BREL £, 45
FARELA] FuncList

With  main PREL IR pain SCIF,  BRER £, AT
IR; (A

begin

1) foreach Fn in FuncList

2) SeparaeProcess(Fn)

3) end foreach

4) procedure SeparateProcess(Func)

5) if FuncCallNum>1 /*4bFif ] o6 %4
o KT 1 I BL/

6) separate(Func)/* 73 &5 iR 2%/

7) end if

8) if FuncCallNum == 1 /*&-BHif ] e
HHCEEET 1 s

9) ParentNode = search(Func)/*[H]
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10) if ParentNode is main

11) separate(Func)

12) end if

13) if ParentNodeCallNum> 1/*4b
PAL p A P e B T T S DL

14) separate(ParentNode&
&Func)/* 3 B A1 s 5 - e/

15) end if

16) if ParentNodeCallNum == 1

17) SeparatePro-
cess(ParentNode) /* 3 5 Ab 2 */

18) end if

19) end if

20) end procedure

end
4.3 fERRERITR B HERE

BRER f; DACHS#E B SR A, E e o
PR I, JCIA E A T R eR B £ R TR AAE N
£7H0, IF HICVEM R 1% 00 5UE A7 TP S 7
CUl. WL £ ARSI AN EAE N AE T, T2
XS BREL f, ARSI AT B AN KR f, AXD
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ok, DA AT T X E T A

TESE B SNER IR ), AR
B v ANTEAE I B I e N AT, T2 AE T
A B A N 7 SN WA, TR A7
Huhit ORAFAE S AR T, 0 TR B 51 5K
S WA BTN B . R R 5 L 7 5K
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17, ARl B2 )5 i R BHE ERE P B Ja B
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A7, IR A A N B A il 26, ke 3
WAFHBIEAE AT o BB f; B3 5 5 i R
J5 NBC I Loader B EUMBRREL £, HHHEZ)
bR ARG AT TR A T .

4—{ mainifi Fi S A8 R L ‘
'

mainii F Loader gk %} ‘

v
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main |
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K5 Dt ek Ko R
Figure 5 The process of function call
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Figure 6 Code fragmentation prototype system
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Table 5 Changes in the number of imported functions
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Figure 7 The memory layout of the zip function in the gzip program
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Table 6 Proportion of indirect calls in the programs
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Figure 8 Changes in the proportion of indirect calls
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